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Complex networks

Graphs modelling direct/indirect interactions among actors.
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Direct interactions:

• Friendship

• Proximity

• Message exchange

• …

Indirect interactions:

• Affiliation share

• Preference share

• Similarity

• …



Basic topological features
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Degree distribution

𝑃 𝑘 =
|{𝑣! ∈ 𝑉 𝐺 : 𝑑"! = 𝑘|

𝑛#
Regular graph Random graph Scale-Free graph
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Clustering coefficient 
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Probability of having a link between two nodes that share a common neighbour

What is the probability that two friends of a given person are friends themselves ?

𝐶𝐶 𝐺 =
3 ×#Δ
# ∧ 𝐶𝐶 𝐺, 𝑣 =

#𝑙𝑖𝑛𝑘𝑠 𝑏𝑒𝑡𝑤𝑒𝑒𝑛 𝑛𝑒𝑖𝑔ℎ𝑏𝑜𝑢𝑟𝑠 𝑜𝑓 𝑣
#𝑝𝑜𝑡𝑒𝑛𝑡𝑖𝑎𝑙 𝑙𝑖𝑛𝑘𝑠 𝑏𝑒𝑡𝑤𝑒𝑒𝑛 𝑛𝑒𝑖𝑔ℎ𝑏𝑜𝑟𝑠 𝑜𝑓 𝑣

Global version Local version



Social networks
Advogato

𝜌!

2 10"#

𝐷𝑖𝑎𝑚 𝐺

11

CC

9 10"$
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Collaboration 
networks

DBLP co-authorship network (1980-1984)
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indirect interaction

𝜌!

10"#

𝐷𝑖𝑎𝑚 𝐺

24

CC

0.67
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𝜌(𝐺)

0.06

𝐷𝑖𝑎𝑚 𝐺

5

CC

0.71

UNSW – connection network dataset

Computer connection network



Probabilistic Safety 
Assessment inferred 
network
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𝜌(𝐺)

0.009

𝐷𝑖𝑎𝑚 𝐺

33

CC

0.97
Uncontrolled level drop in EPR Nuclear Plant [RIFI, 2019] 



Probabilistic Safety Assessment 
inferred network : construction
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IE : Initiating event
UC : Undesiered consequence
AC : Aceptable consequence

The network of each
Functional Requirement
Diagram is expanded by
modelling missions as
networks connecting
involved components
(Pumps, valves, etc.) with
different type of links :
(fluid, electrical, signal)



Centrality ?

Centrality: A measure of the relative importance of a node 
(or an edge) in a (complex) network. 
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Influential nodes Vulnerability nodes Control nodes …



Intuitive example

28/06/2022 12

Why is the central node in a star is the most important  node ?

• It has the largest degree
• it has the smallest average distance to other nodes
• It is at the intersection of all shortest paths in the network 
• It is the node that maximizes the dominant eigenvector of 𝐴!
• ….



Centrality types

• Degree-based 
• In degree, out degree, Leverage, H-Index, coreness

• Distance based 
• Closeness, Katz, Subgraph, 

• Path based
• Betweenness, Communicability, Information

• Spectral measures
• Hub, Authority, PageRank, Eigenvector,..
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Centrality mining ?
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Leveraging centrality exploration for gaining new insights .

Case studies :

Node classification

Complex networks similarity computation



Node classification #1
Attacker classification

15

Biggest connected 
component UNSW-15 
dataset28/06/2022
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Node classification #1
Attacker classification
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Node classification #1
Attacker classification



Node classification : case study #2 
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Risk Increase Factor (RIF) prediction

RIF(𝑥_𝑖) = $%&'()!*+)
$%&'()!*-)

RIF computation is computationally hard

Can we predict RIF class (High/Low)  from the network ?

Only 5% of nodes have High RIF value 



RIF Prediction
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RIF Prediction
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RIF Prediction : supervised classification
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Decision Tree

Random Forest

Gradient Boosted
Machine



Node classification : case study #3 
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Local modularity selection for ego-centred community identification



Local modularity functions
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Local modularity limitation
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Solutions :

Ensemble Clustering
Ensemble Ranking
…
Local modularity selection



Local modularity selection
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• Multi-label supervised classification problem

• Node features : centrality measures

• Applying PCA for feature selection

• Applying different classification algorithms



Local modularity selection : experiments
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Experiments  on benchmark networks with community
Ground-truth information

Zachary, Football, PolBooks, Dolphine, etc.

Random forest : precision 83.33%



Complex networks distance function 

• Goal : providing a complex network distance function

• A simple Graph embedding approach
• Let G =<𝑉! ,𝐸!> be a network

• 𝐶"(𝑉!): 𝑅𝑎𝑛𝑘𝑒𝑑 𝑣𝑒𝑐𝑡𝑜𝑟 𝑜𝑓 𝐺 𝑣𝑒𝑟𝑡𝑖𝑐𝑒𝑠 𝑖𝑛 𝑓𝑢𝑛𝑐𝑡𝑖𝑜𝑛 𝑜𝑓 𝑐𝑒𝑛𝑡𝑟𝑎𝑙𝑖𝑡𝑦 𝑖
• 𝑉#$% = ⋃𝑇𝑜𝑝& ( 𝐶"(𝑉!))
• 𝐾'$((G) = <cor(𝐶)(V), 𝐶*(V)),…, cor(𝐶+(V), 𝐶+,)(V))>
• Dist(𝐺" , 𝐺-) = d(𝐾'$((𝐺" ) , 𝐾'$((𝐺- ) )
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Experiment #1

• Generating 120 networks : 40 
Erdös-Renyi (0.05), 40 Watts, 40 
(0.05) Scale-Free (0.1)

• Number of nodes : 1000
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Experiment #1

• Generating 120 networks : 40 
Erdös-Renyi (0.05), 40 Watts, 40 
(0.05) Scale-Free (0.1)

• Number of nodes : 1000
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Experiment #2

• Generating 120 networks : 40 
Erdös-Renyi (0.05), 40 Watts, 40 
(0.05) Scale-Free (0.1)

• Number of nodes : 1000, 2000, 
4000
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Experiment #2

• Generating 120 networks : 40 
Erdös-Renyi (0.05), 40 Watts, 40 
(0.05) Scale-Free (0.1)

• Number of nodes : 1000, 2000, 
4000
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Experiment #3

• Generating 120 Watts networks 
: 40 perturbations of 3 seed 
networks :

• P : [0,0075, 0,0125, 0,0275]
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Experiment #3

• Generating 120 Watts networks 
: 40 perturbations of 3 seed 
networks :

• P : [0,0075, 0,0125, 0,0275]
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Experiment #4

• Generating 120 PA networks : 
40 perturbations of 3 seed 
networks :

• Power : 1,2,3
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Experiment #4

• Generating 120 PA networks : 
40 perturbations of 3 seed 
networks :

• Power : 1,2,3
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Experiment #5

• Generating 120 ER networks : 
40 perturbations of 3 seed 
networks :

• P : 0,01 0,03 0,05
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Experiment #5

• Generating 120 ER networks : 
40 perturbations of 3 seed 
networks :

• P : 0,01 0,03 0,05
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Experiment #6

Application on all 
EPR nuclear plant 
PSA networks
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Conclusions

• Centrality mining can enhance different basic complex network 
analysis tasks : Node classification, community detection

• A new simple complex network distance function 
• Change and anomaly detection
• Network influence estimation 

• Centrality induced rank computation is crucial
• Estimation function ?

• Effects of selecting the Top 𝛼-ranked nodes ?

• And a  lot of applications … (Ex. Network analysis for cyber security !!)
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